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1- Symantec Corporation, Internet Security Threat Report 2014 :: Volume 19
2- Denial of service attacks
3- Overloading

4-for more information, See: www.incapsula.com/ddos/ddos-attacks/deni-
al-of-service.html

5- Information extortion/Cyber extortion.
6- http://definitions.uslegal.com/c/cyberextortion/
7- Human error.

8- IBM Security Services 2014 Cyber Security Intelligence Index, Analysis of
cyber attack and incident data from IBM’s worldwide security operations.
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1-Data Breach.

2- http://searchsecurity.techtarget.com/definition/data-breach , Margaret
Rouse, first published in May 2010

3- Network downtime

4- for more info see http://www.titanpower.com/blog/damage-caused-down-
time/, The Damage Caused by Downtime, Posted on December 1, 2013 by
titan power.

5- Physical loss of system.

6- Cyber risks explained, what they are, what they could cost and how to pro-
tect against them, Marsh Ltd, 2011.
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1- Such as Brick and Mortar
.X3g; big dotcom companies 4 Bgyxe eSS oyl -V

3- Cyber Insurance: An Efficient Way to Manage Security and Privacy Risk in
the Cloud?, InfoLawGroup LLP, 2012

4- Data asset loss

5- A brief history of Cyber Insurance Cover, Geoff Stanbridge, 2012
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1- http://www.sb-1386.com/

2- http://www.informationweek.com/government/cybersecurity/cyber-securi-
ty-insurance-market/d/d-id/1204578

3- PwC’s Global State of Information Security Survey in 2010, Incentives and
barriers of the cyber insurance market in Europe, ENISA, 2012, p 16.

4- Healthcare report, Protecting Hospitals and Healthcare Operations from
Cyber Liability 2011, Victor O. Schinnerer & Company, Inc.
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1- www.chubb.com/businesses/cci/chubb16564.html

2- The IT Industry’s Cyber security Principles for Industry and Government,
information technology industry council , 2011, p 5

3- The Truman|CNP Cyberspace & Security Program, Matthew Rhoades, Direc-
tor, Cyberspace & Security Program Truman National Security Project & Center
for National Policy, p 1-4. http://trumanproject.org/
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1- Risk Management.

2- Resarch & development (R&D).
3- www.cio.com

4- Chief Information Security Office

5- information Assets
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1- Managing the Risks of Cyberspace, Steve Durbin, commentary on www.
cioinsight.com, posted on 2013

2- Cyber First Principles, Matthew Rhoades, Truman National Security Project
& Center for National Policy, 2014, p 3

3- Airmic Review of Recent Developments in the Cyber, p 11, 2013
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1- Betterley.

2- Cyber/Privacy Insurance Market Survey,The Betterley Report, June 2013, p 4

3-Ibid, p. 5
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1- http://www.irmi.com/online/insurance-glossary/terms/f/first-party-insur-
ance.aspx

2- Third-Party vs. First-Party Cyber Risk Insurance: Protect Your IT Firm Right,
Brenna, 2013.

3- according to: Airmic Review of Recent Developments in the Cyber, p 7, 2013

4- Digital assets
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1- Reputational damage.

2- According to: Airmic Review of Recent Developments in the Cyber, p 9, 2013
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1- denial of access.

2- Copyright & Tradmark.
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1-Phishing.

2-Fishing.

3- For Phishing, See: Dhamija, Rachna and J. D. Tygar. The battle against
phishing: Dynamic security skins, In SOUPS "05: Proceedings of the 2005 sym-
posium on Usable privacy and security, New York, NY, USA, 2005, ACM Press;
Jakobsson, Markus. Modeling and Preventing Phishing Attacks, Phishing Panel
of Financial Cryptography 2005; Tsow, Alex. Phishing with Consumer Electron-
ics — Malicious Home Routers, School of Informatics, Indiana University 2005.
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1- Citibank, HSBC, eBay, Visa, Natwest, ANZ and Westpac.

2- Messagelabs Intelligence Annual Email Security Report, 2004, See: https:/
eu.scc.com/sch/cms-scc.nsf.

3- Symantec Intelligence Report, February 2012, At: www.symantec.com
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